ABSTRACT
INTRODUCTION
Due to the advancements in the Internet technology, huge digital data are transmitted over the public network. As the public network is open to all, protection of these data is a vital issue. Thus, for protecting these data from the unauthorized people, different encryption and decryption algorithms have been developed. Out of these algorithms, AES (Advanced Encryption Standard) algorithm is very much secured [1, 2] .
Though AES algorithm is secured, still some security issues lie with this. In 2010, Abdulkarim Amer Shtew et. al. have found such issues and modified the standard algorithm by modifying the shift row phase involved [3] . Similarly, in 2010, El-Sayed Abdoul-Moaty ElBadawy et. al. and in 2011, Zhang Zhao et. al. have modified the standard AES algorithm by modifying the S-box generation using 1-D logistic chaos equation [4, 5] . In 2011, Alireza Jolfaei et. al. have identified such issues and modified the standard algorithm by modifying the S-box using the chaotic baker's map equations [6] .
Here, we have followed a different approach by encrypting the key used in the AES algorithm. For the key encryption, we have used the 1-D logistic chaotic equation, Cross-chaotic equation and the combined version of these two techniques.
AES ALGORITHM
AES (Advanced Encryption Standard) algorithm is based on substitution and permutation principles. It takes the input text block of size 128 bit and a variable key size of 128, 192 or 256 bits for 10, 12 or 14 rounds respectively. Each round consists of several processing steps, including the encryption step itself. Similarly, set of reverse rounds are performed to transform cipher text back into plaintext [1, 2] .
The pictorial representation of the AES encryption process to encrypt 128-bit PT (Plain Text) to 128-CT (Cipher Text) is shown in Figure 1 . When the PT size is more than 128-bits, it will be divided into blocks of 128-bit PT. In such situation, AES encryption will be done for each block separately.
From the single key, different subkeys are generated by using the standard key schedule algorithm. So, the sensitive part of the algorithm is the secret key. Therefore we are motivated to do some processing to give further security to this key. 
1-D LOGISTIC CHAOS EQUATION
Chaos signals are a kind of pseudorandom, irreversible and dynamical signals, which pose good characteristics of pseudorandom sequences. Chaotic systems are highly sensitive to initial parameters. The output sequence has good randomness, correlation, complexity and is similar to white noise. Chaotic sequence has high linear complexity and non predictability. The model here is chaos 1-D Logistic as shown in equation 1:
where, ∈ (0,4) and ( ) ∈ (0,1). By initializing and (0), we can get the required chaotic signal [7] . In order to get chaotic sequences, the chaotic signal ( ) must be transformed into integer sequence ( ) using the quantization function as shown in equation 2:
where, ( , ) is the random number.
CROSS CHAOS SEQUENCE
Chaotic map is used for randomization purpose. Cross Chaotic map is defined as per equation 3:
where, variables and are the control parameters of the system. But, the system will show better chaotic behaviour when = 2 and = 6. Two chaotic sequences = … and = … using initial values , and control parameters and , are generated. and are reconstructed as row and column matrix respectively. Then they are multiplied with each other, to get a new matrix . Finally, this matrix is converted to binary matrix using the same quantization equation 2. Due to increased number of parameters, this technique gives higher security as compared to 1-D logistic map [8] .
PROPOSED ALGORITHMS
Here, we have modified the standard AES algorithm by pre-processing the key using different chaotic equations. For the experimental results, we have taken lena64.bmp as the reference image which is of size 64x64. The models for different chaos variation processes are discussed below.
Proposed Algorithm using 1-D Logistic Chaos Equation
In this case, 1-D logistic chaos equation has been taken for encryption of the key used in AES algorithm. The block diagrams of modified AES encryption and decryption processes are shown in Figure 3 and Figure 4 . 
Proposed Algorithm using Cross Chaos Equation
In this case, cross chaos equation has been taken for encryption of the key used in AES algorithm. The block diagrams of modified AES encryption and decryption processes are shown in Figure 6 and Figure 7 . 
Analysis of Different Proposed Algorithms
We have analyzed the above discussed algorithms with the help of CPU times (in seconds). Figure 12 shows the chart for the CPU times for lena64.bmp and moon_64.bmp images in different versions of AES algorithms. From the chart, we can find the dual variation AES algorithm though takes little more time than the standard AES algorithm, is very much secured. This is because the key has been encrypted by using cross chaos and 1-D logistic chaos equations. As different unknown parameters are involved in these two chaotic equations, it is very difficult to decrypt the key.
CONCLUSIONS
The proposed modified algorithms for the AES have been simulated and tested with different chaotic variations such as 1-D logistic chaos equation, cross chaos equation as well as combination of both. For the evaluation purpose, the CPU time has been taken as the parameter. As we are giving more security to the key used for AES algorithm, our proposed algorithms are very much secured from the unauthorized people. In future, these algorithms can be applied in some more specific fields like digital watermarking, video processing.
